LANDesk Patch News Bulletin: Blocked App
Addition for SQL Injection Tool 19-MAY-2008

LANDesk
Security
and
Patch
News

Headlines

* (May
19,
2008)
Updated
Blocked
Application
content,
DENY-
msscntr32
has
been
made
available
on
the
LANDesk
global
host
servers
for
customers
to
download.
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According
to
SecureWorks,
the
Asprox
botnet,
once
used
solely

to

send
out
phishing
e_

mails,

is
pushing
the

tool

out

to
systems
in

its
network
via

a

binary
with

the

file
name
msscntr32.exe.
The
executable
is
installed
as

a
system
service
with

the
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name
"Microsoft
Security
Center
Extension."
The

attack

is

designed
to

inject

an

IFrame

into

the

Web

site

that

tricks
visitors

into
downloading
a
JavaScript
file

from

the

domain
direct84.com
where
additional
malicious
JavaScripts
are

stored.

The

site

installs
additional
copies

of

Asprox,

the
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password-
stealing
Trojan
Danmec
or

the

SQL
attack
tool.
Please
visit

the
following
page
for

more
details:

* http://
www.eweek.com/
cla/

Security/

Botnet-

Installs-

SQL-

InjectionTool/?
kc=EWKNLNAV051608STR1

New
Vulnerabilities

* Vulnerability
ID -
DENY-
msscntr32

Changed
Vulnerabilities

* N/A
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New
Patch
Downloads

* N/A

Where

to

Send
Feedback

At
LANDeskK,
we are
constantly
striving to
improve
our
products
and
services
and hope
you find
these
changes
reflective
of our
ongoing
commitment
to listen
to you-our
partners
and

Generated by Clearspace on 2010-03-17-06:00



LANDesk Patch News Bulletin: Blocked App Addition for SQL Injection Tool 19-MAY-2008

customers-
in providing
the best
possible
solutions
to meet
your needs
now and in
the future.
Please
continue
to provide
feedback
by
contacting
our local
support
organization.

Best
regards,

LANDesk
Product
Support
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Copyright

© 2008
LANDesk
Software.

All rights
reserved.
LANDesk
is either a
registered
trademark
or
trademark
of
LANDesk
Software,
Ltd. or its
affiliated
entities in
the United
States and/
or other
countries.
Other
names or
brands may
be claimed
as the
property of
others.

Information
in this
document
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is provided
for
information
purposes
only. The
information
presented
here is
subject to
change
without
notice.
This
information
is not
warranted
to be error-
free, nor
subject to
any other
warranties
or
conditions,
whether
expressed
orally or
implied
in law,
including
any implied
warranties
and
conditions
of
merchantability
or fitness
fora
particular
purpose.
LANDesk
disclaims
any liability
with

Generated by Clearspace on 2010-03-17-06:00



LANDesk Patch News Bulletin: Blocked App Addition for SQL Injection Tool 19-MAY-2008

respect
to this
document
and
LANDesk
has no
responsibility
or liability
for any
third party
products of
any content
contained
on any site
referenced
herein.
This
document
may not be
reproduced
or
transmitted
in any form
or by any
means,
electronic
or
mechanical,
for any
purpose,
without our
prior written
permission.
For the
most
current
product
information,
please
visit http://
www.landesksoftware.com.
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